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Abstract—Rare and extreme climate events may result in wide
power outages or blackouts. The concept of power system re-
silience has been introduced for focusing on high-impact and
low-probability (HILP) events such as a hurricane, heavy snow,
and floods. Power system resilience is the ability of a system to
reduce the likelihood of blackout or wide power outages due to
HILP events. Indeed, in a resilient power system, as the severity
of HILP events increases, the rate (but not the amount) of un-
served loads diminishes. Suitable measures for managing power
system resilience can be classified into three categories in terms of
time, known as “resilience-based planning,” “resilience-based re-
sponse,” and “resilience-based restoration.” The most widely used
approaches, methods, and techniques in each of these categories, as
well as the future trends for improving the power system resilience
are reviewed in this article. The challenges of resilience in power
systems with high penetration of renewable energy sources are also
discussed in each of these categories.

Index Terms—High-impact and low-probability (HILP) events,
power system, renewable energy sources (RESs), resilience-based
planning, resilience-based response, resilience-based restoration,
resilience evaluation, smart grid technologies.

NOMENCLATURE

AHP Analytical hierarchical process.
BSU Black-start units.
DERs Distributed energy resources.
DG Distributed generation.
DOE Department of Energy.
ENS Energy not supplied.
ESS Energy storages systems.
EVs Electrical vehicles.
HILP High impact low probability.
MAS Multiagent systems.
NIAC National Infrastructure Advisory Council.
NBSU Nonblack-start units.
NERC North American Electric Reliability Council.
PCWL Path combination without loop.
RESs Renewable energy sources.
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SBD Scenario-based decomposition.
UN United Nations.
VND Variable neighborhood decomposition.
WAMS Wide area measurement systems.

I. INTRODUCTION

POWER system blackout is one of the most challenging
issues for both the power industry and consumers because

of the high dependence of modern societies on electrical energy
and costly procedures for the power system recovery. The loss
of the electric power is due to three main reasons [1], [2]: power
outages caused by natural disasters, technical problems, and
human-made power outages. According to the reports presented
by the US Department of Energy, among these sources of black-
outs, the role of natural disasters, especially extreme weather
events, is more significant [3], [4]. Due to climatic changes
in recent decades, the number and severity of weather-related
events increased worldwide [5].

By surveying the origins of blackouts, it can be concluded that
most of them are caused by low-probability events that impose
substantial consequences on power systems, known as high-
impact and low-probability (HILP) events [6]. The weather-
related events are usually ignored in conventional reliability-
based studies [7], [8]. Adding the concept of resilience into
classic studies leads to much more realistic modeling of power
systems since, in addition to being reliable, power grids should
also be resilient against catastrophic events.

Since the resilience concept has both long-term and short-term
features, it can be investigated in three categories in terms of the
time of events’ occurrence, including resilience-based planning,
response, and restoration [9]. Resilience-based planning studies
include all long-term measures to improve the resilience of
power systems such as plant management, network reconstruc-
tion programs, underground cables, and power system hard-
ware designs. Both resilience-based response and resilience-
based restoration are considered as short-term activities. The
resilience-based response includes a preventive response (e.g.,
day-ahead measures) and emergency response (real-time mea-
sures) [9]. The system recovery measures fall into the category
of resilience restoration programs [9]. In this article, some of the
most important methods and techniques regarding each of these
three clusters are discussed. A relatively holistic classification
of studies in this context is shown in Fig. 1.

The incremental penetration of RESs is one of the significant
features of today’s power systems and their inherent uncertainty
affects the power system resilience. Indeed, power outages and
blackouts due to unpredictable weather phenomena in power
systems with high RESs penetration are regarded as a new
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Fig. 1. Classification of power system resilience in terms of the time of the event’s occurrence.

challenging issue in this area. It is worth noting that RESs can
also be useful to make power systems more resilient, depending
on the climate conditions where the system is located (e.g., the
Caribbean islands can achieve a high capacity by using RESs to
improve the resilience of its power system due to its notable sun
radiation, high wind speed, and energy exploitation from the sea
[10]–[12]), the dependence of the power system on conventional
generation resources, the condition of fuel and water transport
infrastructures, etc. [13].

So far, a number of survey papers have been published on
power system resilience, however, this subject still requires
much research. For example, in [14], the resilience of inte-
grated energy systems, including different infrastructures such
as natural gas and district heating networks along with electri-
cal power systems, has been studied. Assessment techniques
and frameworks for managing power system resilience have
been reviewed in [15] and [16]; however, a detailed classi-
fication of resilience studies based on the event’s occurrence
time (pre-event, during event, and postevent), as well as on the
level of power systems (transmission or distribution systems) is
needed.

The novel contributions of this article compared to the previ-
ous survey studies are as follows.

1) A comprehensive classification of the measures to improve
the power system resilience is presented in this article,
which is mainly based on the occurrence time of the
event. From this new perspective, the resilience measures
are classified into two general categories of “preservation
measures” and “recovery measures.” Preservation mea-
sures take place before the event occurrence and involve
long-term and short-term measures. Long-term measures
are actions that take place from several years to several
months before the event occurrence. Short-term measures,
that are called “response measures,” include “day-ahead
preventive actions” and “emergency actions” realized dur-
ing the event. “Recovery measures” are done immediately
after the occurred incident to restore the power system
performance to its previous level or to an acceptable level.
The measures and strategies for enhancing resilience in
each of these categories and subcategories are precisely
discussed.

2) Each category of resilience enhancement measures is bro-
ken down into subcategories, based on the practicality of
measures at different levels of the power system, including
transmission and distribution systems (or microgrids).

3) The challenges of resilience in power systems with high
RESs penetration, which have not been previously studied,
together with efficient measures in each of the categories
are analyzed. Also, the future trends of research in this
area are discussed.

II. BASICS OF POWER SYSTEM RESILIENCE

Resilience is a general concept that has many aspects and
definitions in different specialized fields such as psychology,
economics, biology, and engineering [17], [18].

A general definition of resilience was raised by United Nations
in 2009 as “The ability of a system, community or society which
is exposed to hazards in order to resist, absorb, accommodate to
and recover from the effects of a hazard in an efficient manner,
through the preservation and restoration of its essential basic
structures and functions” [19].

In 2009, the National Infrastructure Advisory Council (NIAC)
presented a description of resilience as the ability to mitigate the
negative consequences of “low-frequency, high effect” events
[20]. According to NIAC’s definition of resilience, it has four
main features as follows.

1) Resourcefulness: The ability to manage a catastrophe at
the time of its occurrence and after that [21].

2) Robustness: The ability to absorb an unexpected disas-
trous event and maintain the performance of a system at
an acceptable level [20], [22].

3) Adaptability: The ability to learn from the historical data in
order to enhance the resilience of a system against similar
events that may occur in the future [23].

4) Rapid recovery: The ability to restore system elements and
provide services after the occurrence of an external shock
as fast as possible [20].

In addition to these four main attributes, some other features
that are associated with the concept of resilience are as follows.

a) Redundancy: A feature to have many substitution options
under the stress of a system [24].

b) Capacity: The ability to withstand unexpected distur-
bances in addition to the anticipated ones [20].

c) Flexibility: The ability of a system to reorganize itself in a
way to keep its performance under imposed changes due
to external shocks [25].

d) Tolerance: The behavior of a system whether it reduces
its functionality or suddenly breaks due to an extreme
event [25].
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Reliability is an important concept, which is usually confused
with resilience. It can be said that reliability is a concept that
models the probabilistic behavior of a system to investigate its
correct function during exposure to common failures within a
specified period. Indeed, reliability is based on the operating
point of a power system and has a static nature. Resilience is, in-
stead, based on the trend of network topology changes, which is
influenced by the severity of HILP events, and so it exhibits a dy-
namic behavior. Unlike reliability, resilience is mainly related to
the consequences of disturbances without considering the proba-
bility of their occurrence [26]. It is worth noting that the reliabil-
ity of a system can be evaluated without identifying the threats,
while the concept of resilience is tied to cope with one or more
specific threats. In other words, a system that is resilient against
certain types of events may be vulnerable to the other types of
events [23]. In [8], and [27]–[29], resilience has been defined as
the ability of a system to predict a rare disastrous event, withstand
or absorb it, to adapt to its consequences, and quickly recover its
performance to an acceptable level after facing such an event. As
emphasized in [30], a resilient power system can recover itself
using minimum human interventions as quickly as possible.

III. APPROACHES FOR RESILIENCE EVALUATION

Many studies in the context of resilience have proposed one
or more metrics for resilience using different methods [8],
[31], [32] that can be generally categorized into qualitative and
quantitative approaches [18], [33].

Qualitative approaches for evaluating resilience include con-
ceptual frameworks and semiquantitative indices [18]. Concep-
tual frameworks are usually based on fundamental elements
of the resilience concept such as absorption capacity, adaptive
capacity, and recovery capacity [28], [29]. Most of the qualitative
approaches are categorized into conceptual frameworks that are
based on the main pillars of system resilience including diagnos-
ing and assessment of the disturbance, robustness, consequence
mitigation, and adaptability [19], [34]. They are based on the
conceptual view of resilience and utilize suitable approaches for
detection, adaptability, remediation, and restoration.

Semiquantitative indices are based on assessing specific re-
silience attributes (e.g., adaptability, resourcefulness, robust-
ness) usually within a range of 0–100 (percentage scale) and
a unified index is achieved by their integration [18].

In order to have a clear comparison between the pre-event
and postevent resilience levels of a power system, a quantitative
assessment is preferred and more attention is paid to it in the
related literature. Quantitative methods for resilience assessment
can be mainly classified into statistical methods [35], [36], risk-
based methods [30], [37], [38], system fragility-based methods
[6], graph theory-based methods [29], [39], simulation-based
methods [40], and fuzzy logic models [18] and they involve
both operational and infrastructure mathematical formulations
of resilience metrics [41], [42]. Generally, the model presented in
[43] is used for a quantitative evaluation of resilience. It is based
on the difference between the real and the ideal performance of a
system, which can be represented in different forms as follows:

R1 =

∫ T

t0

(Pi − Pr) dt (1)

R2 =
S∑

s=1

πs .

[
∫Tt0 Pr (t)

∫Tt0 Pi (t)
.

TD

T − t0
(2)

R3 = SR .
Pr

Pi
.
Pe

Pi
. (3)

In (1), resilience is quantified as the difference between the
ideal performance level of the system (Pi) and its real perfor-
mance level (Pr) from the start of the event until the system
performance reaches an acceptable level, which is the end of the
recovery phase [44]. The expected value of system resilience
is defined in [45] with (2), in which πs denotes the probability
of occurrence of failure scenario s out of a total of S failure
scenarios, and TD represents the duration of the event’s impact.
In addition to Pi and Pr, the recovery speed (SR), as well
as the system performance level immediately after the event
occurrence (Pe), are also incorporated in (3) to quantify the
resilience [44].

In (1)–(3), the power system performance must be calculated
by some metrics appropriate with the concept of resilience.
These metrics are typically classified into two categories as
follows.

The metrics that indicate the impact of a catastrophe without
applying any recovery action [44], [46] are

Total number of customers without electricity power (NC)

NC =

T∑
t=1

n (t) (4)

where n(t) is the number of customers without electricity power
on day t.

Loss of load probability (LOLP): the probability of the effec-
tive system capacity that does not meet the load demand, and is
calculated as

LOLP = P (OC > RC) (5)

whereOC is the outage capacity, andRC is the reserve capacity.
Loss of load expectation (LOLE): the expected number of

days/hours in the period T in which the effective capacity of
the system does not meet the load demand as written in the
following:

LOLE = LOLP× T. (6)

Loss of load frequency (LOLF): the cumulative frequency of
system interruption

LOLF = F (OC > RC). (7)

Expected energy not supplied (EENS): the expected value of
lost energy

EENS =
∑

RC−OC>0

(OC− RC) . p (RC) t (8)

where p(RC) = 1/8760, and t = 8760 in the hourly load model.
Outage cost (OC): the cost imposed on a system due to the

outage of some of its loads

OC = EENS×VOLL (9)

where VoLL is the prespecified value of lost load in a system.
The metrics that incorporate the impact of recovery actions

into the total impact of a catastrophe [47] are
Lost revenue impact (LRI): it is an economic index that

represents the lost revenue of the utility

LRI =
∑
t

∑
i

Wi (PLNi − PLRi,t)×Dt (10)
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TABLE I
DIFFERENT APPROACHES AND METHODS FOR RESILIENCE PLANNING OF POWER SYSTEMS

Fig. 2. Illustrative process of changes in the performance level of a resilient
power system in the face of a disruptive event.

where PLNi is the peak load for the ith load in normal circum-
stances, PLRi,t = peak load for the ith load on completion of
the tth recovery stage, Dt the duration of the tth recovery stage,
Wi= weighting factor for the ith load.

Total restoration (TR): it consists of the total resources used
during the recovery process after a catastrophe

TR =
∑

t

[∑
j
LCj ×WHj,t +

(∑
n
RCn × RPn,t

)

+

(∑
z
(OCt −OCn)× PGz,tDt

)]
(11)

where LCj is the hourly cost of labor in category j, WHj,t the
working hours per person in category j during the tth repair
stage, RCn the replacement cost of pieces in category n, RPn,t

the number of replacement pieces used in the tth repair stage
in category n, OCn the generator’s operating costs in normal
circumstances, OCt the generator’s operating costs during the
tth stage PGz,t the power generation of generator z per hour
during the tth stage.

Recovery resilience (RR): it expresses the total impact of the
catastrophe on the utility. The relative priority of TR and LRI is
determined by a weighting factor

RR =
LRI + μ× TR∑

t

∑
i Wi (PLNi)Dt

(12)

where μ is the weighting factor demonstrating the relation
between supplied energy and recovery resources.

Fig. 2 illustrates how the performance level of a resilient
system changes as well as its different phases in the face of
a destructive event.

Four main questions for achieving quantitative resilience met-
rics, as well as the corresponding formulations, are described
in [41].

IV. RESILIENCE-BASED PLANNING OF POWER SYSTEMS

Resilience-based planning of power systems can be classified
into two main levels, including the distribution and transmission
level. Some of the reported approaches and methods are pointed
out in Table I, and then discussed.

Strategies for long-term resilience-based planning for distri-
bution systems can be classified into two general categories,
including hardware-based and software-based approaches [48].
Hardware-based approaches include following:

1) trimming and management of vegetation [49];
2) hardening the lines, poles, and other components of the

distribution network [50], [51];
3) replacing overhead lines by underground cables [32], [51];
4) installing additional lines, breakers, and transformers as

well as updating load assignments [39], [50];
5) adding distributed energy resources (DERs) into distribu-

tion networks [4], [39], [49], [51], [52].
Software-based approaches include following:
1) determining the priority of the loads at different times and

zones [53];
2) operating the distribution system as a multimicrogrid sys-

tem [49]–[52], [54], [55];
3) moving toward decentralized control by enhancing the

distribution automation levels [51];
4) developing smart grid technologies, e.g., advanced meter-

ing infrastructure (AMI), telecommunications, distribu-
tion management system, and automated demand response
programs [49], [51];

5) implementing software-based approaches for resilience
planning is more cost effective compared to hardware-
based approaches [52], [56], [57]. There are two gen-
eral software-based methods for resilience planning of
distribution systems or microgrids called stochastic-
based methods [58]–[60] and robust optimization-based
methods.

As an example of stochastic-based methods, a two-stage
scenario-based model can be pointed out [58]. In its first stage,
the investment plans can be accomplished using some hardware
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solutions, such as constructing new lines and distributed gener-
ator (DG) resources as well as switches allocation. The second
stage assesses the improvement of distribution system perfor-
mance in the operation mode based on the planning measures
determined in the first stage.

As mentioned earlier, another approach for optimal planning
of distribution networks or microgrids is to use the robust
optimization methods, which are usually based on traditional
N-K contingency analysis [61], [62]. In this regard, a two-stage
model considering the worst scenarios has been proposed in
[59], [61], and [63], which is appropriate with the temporal and
spatial uncertainty feature of HILP events. A combination of
two hardware-based approaches can be used, e.g., hardening the
distribution network components along with determining the
optimal location of DGs and storages systems.

Some practical measures in resilience-based planning of
transmission systems are as follows [26], [32], [64]–[66].

1) Vegetation management and pruning the plants away,
which are close to transmission lines.

2) Undergrounding transmission lines to cope with extreme
events such as storms.

3) Strengthen the transmission network foundations and el-
ements using more robust types of materials.

4) Moving the infrastructures and transmission lines to places
that are less influenced by severe climate-related events.

5) Enhancing the reserve capacity and redundancy by con-
structing new transmission equipment.

6) Active controlling of the transmission systems using
switches for system reconfiguration and flexible ac trans-
mission systems devices for controlling the power flow of
transmission lines.

The simultaneous use of some of these actions during the
planning of transmission systems can significantly increase the
resilience [65], [67].

V. RESILIENCE-BASED RESPONSE IN POWER SYSTEMS

Maintaining system security and minimizing the operating
costs are the two most crucial issues for power systems opera-
tion. However, the fulfillment of security constraints should be
prioritized over economic constraints. The N-1 criterion is one
of the most reliable criteria for system security. An N-1 secure
system is a system that is sustainable enough to avoid major
outages/blackout [68]. Accordingly, power systems should meet
some prerequisites as follows:

1) having enough spinning reserves;
2) having sufficient complementary reserves;
3) optimal allocating both the above types of reserves.
In the operation of a traditional power system, there are

several solutions to make a system N-1 (or better) secure, e.g.,
generation redispatch, shunt injections, controlling switching
operations, and regulation of transformers [68]. These solutions
are usable, but not sufficient, for the resilience-based operation
of power systems. A resilience-based response is the first step of
the resilience-based operation involving two types of response
when facing catastrophic events. The preventive response is the
first type of measure that is usable in the day-ahead scheduling
of power systems (or when the predictions warn about a forth-
coming event) [9]. Many of the preventive solutions are based on
network topology control to predetermine the appropriate topol-
ogy in a way that the impact of HILP events would be alleviated
(defensive islanding, transmission line switching, etc.). After

the preventive response, the second type of response, which is
called the emergency response, should be implemented [9].

Typically, various solutions for enhancing operational re-
silience of power systems are known as “resilience resources.”

With the continuing investments in smart grids and smart dis-
tribution systems, new operational strategies can be also adopted
as resiliency tools. They include vulnerability analysis, innova-
tive self-healing strategies based on the implementation of an
AMI and of distribution automation allowing for real-time alert
related to an outage, fault location and isolation, service restora-
tion, risk evaluation and management, innovative protection and
control schemes, priority setting and disaster assessment, precise
estimation of the severity and position of the disaster, installation
of onsite generation units, reconfiguration and DG islanding,
demand side management, and demand response [44]. Some of
the practical resilience resources such as utilizing microgrids,
resilience-based unit commitment, transmission line switching,
and defensive islanding are discussed in the following.

A. Resilience-Based Unit Commitment

Resilience-based unit commitment is one of the main ap-
proaches to improve resilience in the operation of power sys-
tems. So far, some mathematical models for resilience-based
scheduling of generation resources have been developed. These
models are formed based on various algorithms, e.g., decen-
tralized [69] and preventive algorithms [70], which schedule
generation resources and storage devices in order to improve
power system resilience by covering some amount of uncertain-
ties related to HILP events and renewable resources. Further-
more, some unit commitment models were not initially designed
for resilience purposes but can be adapted for that target. For
example, security-based unit commitment models proposed in
[71] and [72] are suitable for the simultaneous outage of multiple
components and can be expanded to reduce the effect of severe
weather events and cyber-attacks.

B. Transmission Line Switching

Transmission line switching is another efficient solution for
enhancing operational resilience. According to this technique,
the power flow of the network can be rerouted by temporarily
switching a number of transmission lines. This method is usually
implemented in the form of an optimization model based on a
dc optimal power flow model in which the maximum number of
switching actions (switch ON/OFF) is specified by the network
operator. The lines of the network that should be switched to
optimally improve the resilience of the power system are defined
as variables in an operational planning program and specified
after running a defined method [12], [73], [74].

C. Utilizing Microgrids as a Resilience Resource in
Power Systems

Many researchers focused on the feasibility of using micro-
grids in minimizing the interruptions of critical loads. A micro-
grid can be considered as a resilience resource in three forms
including a local resource [75]–[77], a community resource
[75], [78], and a restoration resource of the system [75], [78],
[79]. The performance of the microgrids in each of these three
forms represents a significant contribution to the development
of a much more resilient power system [75], [79]. The use of
microgrids in power systems can be an effective solution for
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enhancing the resilience of transmission as well as distribution
systems. One of the appropriate techniques for improving re-
silience by using microgrids is utilizing the percolation theory
using an analytical hierarchical process [23]. However, one of
the drawbacks of this method is that it only considers the topo-
logical factors influencing network resilience. Likewise, a power
outage scheme, called hierarchical outage management, can be
used to boost the resilience of distribution systems consisting
of several microgrids [80]. The algorithm proposed in [80] is
based on a novel predictive model that schedules the available
resources of the microgrids in the first stage. The unserved
loads of the first stage are fed in the second stage using the
free capacities of the microgrids’ resources. Liu et al. [81], in
addition to present a resilience index for distribution networks,
have demonstrated that using islanding of microgrids can lead
to more resilient distribution systems. In [82], a self-healing
strategy for islanded microgrids has been presented where two
microgrids can be connected to each other under determined
conditions and form a larger microgrid, or vice versa. Imple-
menting this strategy during or after a malicious event can
reduce the load curtailment and improve resilience. Chanda
and Srivastava [23], have presented a method to improve the
distribution systems resilience by sectionalizing it into several
interconnected microgrids. Immediately after an HILP event, the
healthy parts of the distribution system are divided into several
islanded microgrids in order to prevent the bursting of outages.
Instantly after islanding, the critical loads are detected and load
shedding is carried out.

The resilience of the transmission system can be improved
through resilience analyses based on meshed grids, microgrids
networked to each other, or integrated microgrids [56], [81].
However, studies in this context did not investigate the vulner-
ability of the network when a large number of microgrids are
in islanded mode concurrently, and thus, this is an important
issue that can be considered in future studies. Furthermore,
the resilience of transmission systems can be promoted using
automation controllers along with DERs in microgrids [83].

D. Boosting the Resilience of Power Systems Using
Defensive Islanding

In addition to the approaches that have been mentioned so
far, “defensive islanding” is another efficient solution, which
is suitable for improving the transmission system resilience.
Defensive islanding is an adaptive algorithm that alleviates
the cascading effects of unplanned disastrous events [28],
[84], [85]. This method isolates more vulnerable components
of a power system by solving a graph-cut problem. In this
way, the self-adequate islands are formed, thereby resilience is
elevated.

VI. RESILIENCE-BASED RESTORATION OF POWER SYSTEMS

The increasing trend of weather-related events makes the
restoration planning of power systems a critical issue. According
to the work presented in [86], the main goals of resilience-
based restoration include achieving the maximum number of
the electrical loads served and the minimum time of power
outage duration after catastrophic incidents. There are several
measures for resilience-based restoration of power systems.
Optimal switching of some components of the power system,
such as transmission/distribution lines, is one of the efficient

restoration measures [87]. Further, some preventive measures
for restoration planning of power systems are presented in [70]
and [88] where the stochastic prehurricane models, in which
the allocation of resources and the addition of new resources
are accomplished using stochastic methods. These kinds of
models recognize the critical components located on the way
of the upcoming hurricane so that the components will be not
damaged and swift restoration of the power system becomes
feasible. The strategies for power system restoration have been
discussed extensively in the literature. According to [89] and
[90], the process of restoration can be divided into three stages,
including preparation, system restoration, and load restoration.
In the first stage, the status of the system is evaluated. Then,
available resources are identified and the locations of sensitive
loads with a higher priority are determined. Power system re-
covery in the condition of major outages is the most crucial
goal in the second stage. In [91], the black-start units have been
utilized to energize the nonblack-start units (NBSU) so that
the generation capacity is maximized. Some constraints have
been added for solving the optimization problem in such a way
to consider the variation of the severity of the HILP events
across the time. In the third stage, restoration of the higher
priority loads is conducted so that the amount of energy not
supplied (ENS) is minimized [89], [90]. This stage should be
performed after restoring the transmission system and when
its electrical variables, such as voltage and frequency, become
stable. For this purpose, various analytical approaches have been
developed, including fuzzy logic-based methods [92], heuristic
methods [93], and analytical mathematical methods [94]. It is
worth noting that among these approaches, the most accurate
results are achieved by using mathematical methods as the first
option before fuzzy logic-based methods and heuristic methods,
respectively.

Typically, power system recovery after HILP events through
traditional restoration strategies may be hard to fulfill [106],
[107]. Therefore, developing smart grid technologies, such as
advanced network automation techniques, and wide-area mea-
surement systems can play a significant role in power system
restoration in the presence of HILP events. Meanwhile, micro-
grids and DGs are effective smart grid technologies for power
systems restoration. Accessibility of generation units is, indeed,
one of the most important factors across all stages of power
system restoration. Notably, the lack of sufficient generation
capacity due to natural disasters can create many challenges in
the typical load restoration strategies. For solving this problem,
different types of DGs, including fossil-fuel-based DGs as well
as RESs can be used by using various models such as multiagent
systems (MAS) [108].

Utilizing microgrids is another efficient solution for power
system restoration after major outages, as it has been used
in [26], [95], [96], and [109]–[111]. Particularly, since it is
infrequent that all microgrids of a power system are simul-
taneously damaged, utilizing them may lead to speed up the
process of restoration and improve the resilience. Some methods
for utilizing microgrids in power recovery are almost outdated
since executing them is very time consuming such as those
reported in [112] and [113], which are heuristic-based methods.
There are several methods for using microgrids in the process of
restoration with lower computational time. The main efficient
methods using microgrids for power systems restoration and
their drawbacks are summarized in Table II.
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TABLE II
RELATED STUDIES ON RESILIENCE-BASED RESTORATION

FOR DISTRIBUTION SYSTEMS

In [83] and [90], “spanning-tree search” method has been
used. In this method, the microgrids are modeled as virtual
feeders. One of the drawbacks of the classic spanning-tree search
method is that the priority of microgrids or loads is not consid-
ered in the process of restoration. The other worse drawback of
this method is its incapability to consider multiple simultaneous
failures. To overcome these barriers, Wang and Wang proposed a
modified spanning tree search method in [84]. In [99] and [100],
multiagent based approaches have been used for power system
restoration. In [99], an islanding method has been presented to
fulfill a decentralized MAS in which electrical vehicles are uti-
lized for microgrid service restoration. Networking multimicro-
grids is another efficient method for power system restoration,

which is used in [86], [103], and [104]. The “modified Viterbi”
algorithm is proposed to achieve the maximum load recovery
using the minimum number of switching pair operations in
[105]. In [102], a chance-constrained stochastic model is used
for power system restoration in which the uncertainties of RES
and loads are considered.

VII. RESILIENCE IN POWER SYSTEMS WITH HIGH

RESS PENETRATION

Generally, high penetration of RESs has both positive and
negative impacts on the resilience of power systems. Usually,
an optimal approach for resilience improvement can be selected
by considering both impacts.

The use of renewable energy technologies can be an efficient
strategy to enhance the resilience of a power system by consid-
ering a diverse portfolio of power generation. The use of diverse
RESs can be helpful to smooth their inherent variability and
alleviate the vulnerability of power systems to HILP events,
particularly, if these resources are distributed depending on
water and fuel use needs, climate, and geographical conditions.
Sometimes the availability of water needed for power production
of hydropower plants, as well as the fueling of conventional
resources is disrupted by extreme weather events. In these cases,
diversifying the power generation portfolios by including RESs,
having low fuel and low water use needs, can play an important
role in network power balancing, particularly for the power
systems highly dependent on conventional resources. So it can be
stated that RESs on-site power generation can improve network
resilience at the time of HILP events that can destroy the fuel
and water transport infrastructure [13].

Some common issues in resilience studies on power systems
with high RESs penetration are as follows:

1) Whether the resilience resources used in traditional power
systems are adequate or suitable in the case of power
systems with high RESs penetration.

2) The occurrence time of HILP events can become far more
critical in the resilience of power systems with high RESs
penetration. Regarding the high uncertainty of RESs, if an
HILP event occurs at the time of peak load, then power
systems may face a significant lack of power generation,
and then, an unbalancing between power generation and
demand can occur that may lead to major outages.

3) In power systems with high RESs penetration, each HILP
event has specific effects on resilience depending on the
type of RESs existing in the power system. For example,
due to the destructive impacts of hurricanes on turbine
blades, wind turbines should be shut down at the time of
the event.

The challenges of power systems resilience in the presence of
RESs may originate from several factors such as power system
topology, the penetration level of RESs, as well as the location
and type of HILP events. Major issues regarding integrating
RESs into power systems such as those reported in [99]–[108]
have direct or indirect effects on power system resilience and
mainly would be more challenging for the resilience of power
systems with high RESs penetration. A number of these chal-
lenges are as follows:

1) unpredictable power generation level of RESs;
2) unintentional islanding;
3) black-start challenges;
4) protection coordination challenges;
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5) stability challenges, i.e., frequency regulation, voltage
regulation;

6) congestion challenges.
The power generation amount of RESs is not easily pre-

dictable due to the variability and uncertainty of these resources.
The unpredictability of power generation can lead to weakening
two features of resilience, i.e., resourcefulness and adaptability.
High penetration of RESs may cause unintentional islanding that
may lead to a shortage of robustness and resourcefulness and
consequently a diminution of power system resilience. Black-
start and protection challenges, particularly in high penetration
of RESs, usually have adverse effects on system recovery. By
increasing the number of RESs in power systems, stability and
congestion challenges would be more critical, and robustness,
as well as resilience, will be at risk. Accordingly, power system
resilience in presence of high penetration of RESs should be
improved using appropriate measures such as promoting fast,
responsive energy-storage systems (ESS) as well as using novel
technologies to acquire much more robust RESs.

A. Resilience-Based Planning of Power Systems With High
RESs Penetration

The planning of power systems with high RESs penetration re-
quires new approaches to achieve greater resilience against HILP
events. Generally, the solutions of resilience-based planning for
power systems with high RESs penetration can be categorized as
first, resources planning including generation and demand-side
resources [114], [115]; second, transmission and distribution
planning including development of transmission and distribution
lines and construction of new substations, which are compatible
with RESs [116]–[118].

Some appropriate approaches that can be considered in
resilience-based resource planning of power systems with high
penetration of RESs are described in the following.

According to [119] and [120], anticipating the power genera-
tion amount of RESs, particularly at the time of HILP events
is not simple. Developing new methods and technologies to
improve load forecasting as well as RESs power generation
forecasting to determine appropriate reserve capacity can pro-
mote the adaptability feature of the power system. Hence, power
system resilience in the condition of high penetration of RESs
will be enhanced.

The approach proposed in [120] and [121] to offset the vari-
ability and uncertainties of RESs is based on the investment in
dispatchable generation sources besides nondispatchable gener-
ation sources. This approach provides mixed generation sources
for a power system and so amplifies its resourcefulness, which
is one of the main features of resilience. The planning solutions
used in [117], [122], and [123], i.e., embedding modern equip-
ment for ESS, batteries, and pumped storage power plants, as
well as considering the quick activation of advanced demand-
side resources, can be developed in order to provide enough
resourcefulness to achieve a resilient power system with high
penetration of RESs.

Proactive planning for transmission and distribution systems
in a power system with high RESs penetration is one of the
main pillars of resilience-based planning. Generally, RESs are
usually installed as close as possible to load centers. However,
if RESs are placed at faraway sites, a greater emphasis should
be on strengthening and constructing new transmission lines.
Furthermore, specific protection devices should be designed

that are appropriate with high penetration of RESs and have
the capability to deal with HILP events.

Planners should first identify which type of HILP events
are more likely to occur in the under-study area and after that
should recognize the effects of these specific HILP events. In
the next step, the most appropriate network topology should
be determined to deal with these incidents. These topologies
should be designed so that their susceptibility is minimal to
these malicious events. Pure resilience-based planning does not
considerably focus on economic issues; so the administrative
costs of the proposed plans may be extremely high. Therefore,
it is suggested that planners offer optimal policies to enhance
resilience considering a reasonable budget.

The operation (day-ahead) planning of power systems with
high RESs penetration has an intricate procedure, due to the
uncertainty of power generation in this type of resources. This
procedure becomes more complicated when deciding on a
resilience-based scheme for power system operation. Generally,
the resilience of power systems can be studied from two perspec-
tives including resource-driven and network-driven studies. By
increasing the penetration of RESs, resource-driven resilience
studies become much more critical [124]. In the day-ahead
operation planning, by anticipating the possible severity of the
event, the operators can decide how to schedule the generation
units including RESs.

Several solutions should be used to have a resilient power
system in the condition of high penetration of RESs. First of
all, the prediction tools and methodologies should be promoted
to have a more accurate prediction of power system loads and
power generation amount of RESs at the occurrence time of
HILP events [73], [117]. To achieve a more accurate forecast
of the power generation from RESs, real-time and historical
environmental factors should be considered. In the literature,
many techniques have been proposed that prove the fact that
using weather-data driven methods can considerably improve
the prediction accuracy of renewable power generation and
reduce the uncertainty of RESs. A weather-driven probabilistic
graphical technique based on Gaussian conditional random field
approach has been proposed in [73] in order to precisely forecast
the power generation from RESs. Yang et al. [125] and Dowell
et al. [126] revealed that considering the spatial correlations
among the solar farms along with the local meteorological
measurements results in a more improved forecast of solar power
generation. It has been demonstrated that considering long-term,
short-term, and even immediate-short-term climate changes can
be significantly effective in accurately predicting wind power
generation [126], [127].

Furthermore, in order to offset the lack of power generation
arising from HILP events and/or the intermittency of RESs,
many measures can be utilized, e.g., traditional units besides
RESs [120], [128] [118], [129], novel demand response pro-
grams [118], [129], and actual or virtual kinds of ESS [117],
[123].

System restoration after HILP events is an important is-
sue that becomes further critical in presence of high RESs
penetration. The restoration of power systems with only con-
ventional resources is fulfilled in a manageable time so that
network restoration is coordinated with generation restoration.
In contrast, restoration of power systems with high RESs pen-
etration is tough to manage. In this regard, according to IEEE
standard 1547, there should be 5-min intervals between discon-
nection of RESs and their automatic reconnection [130], [131].
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Therefore, many technical issues may arise in the process of
restoration of power systems with high RESs penetration. Since
most of these problems may be so complicated to be solved,
novel solutions should be presented for this purpose in future
research works.

VII. CONCLUSION AND FUTURE RESEARCH DIRECTIONS

The most critical gaps in the context of power systems re-
silience can be summarized as follows.

1) In most of the previous studies, only one of the resilience
dimensions has been investigated, such as the restoration
time or the number of interrupted loads. Therefore, these
works are more similar to vulnerability studies than re-
silience ones.

2) In the major studies, which have been conducted on distri-
bution systems resilience, the network topology has been
neglected. Considering distribution systems topologies
can lead to a realistic evaluation of the economic benefits
of the use of resilience resources.

3) The impacts of high renewables penetration on power
systems resilience in each of the three phases, including
planning, response, and restoration have not been studied
explicitly so far. In this article, at first, different approaches
for enhancing the resilience of power systems in each of its
three phases are reviewed. Afterward, the effects of high
penetration of renewables on power system resilience have
been briefly discussed. However, this issue requires more
fundamental research.

Some future research trends about power system resilience
are as follows.

1) The power system has been generally viewed as an in-
dependent entity in previous works on power system
resilience; however, the operation of the power system
influences and is seriously affected by the performance of
other critical infrastructures such as telecommunication,
transportation, water, oil, and natural gas systems. It is
therefore required to assess the interdependence among
different infrastructures that affect the process of restoring
a power system after HILP events, as well as providing a
holistic approach to simultaneously manage the resilience
of all the infrastructures given as follows.

2) Developing metrics and indices, which can lead to a com-
prehensive evaluation of power system resilience by taking
into account all various dimensions of resilience.

3) Investigating the cost effectiveness of resilience improve-
ment strategies when a power system faces an HILP event
with severe consequences and identifying the appropriate
models to incorporate the economic issues in the solutions
for improving power system resilience.

4) Providing holistic and flexible models that enable the
power system operator to optimally use resilience re-
sources in any event.

5) Developing new strategies for resilience improvement that
are suitable for power systems with a large number of
RESs.

6) Exploring the effect of long-term planning of DERs on
power system resilience by considering constraints such as
the state of health of electrical energy storages and plug-in
electric vehicles’ batteries.

7) Information and communications technologies are in-
creasingly used in the power system today that increase

the need for cyber resilience. It is, therefore, required
to develop methods for power systems resiliency that
consider the cyber security issues.

8) Using accurate historical data related to the intensities of
each event (even with hourly resolution) in any geographic
area to select the most appropriate and least-risk resilience
improvement solution.

9) In order to identify the most probable HILP events in a
region where a power system is located, it will be useful
to consider climate models and performing a geospatial
analysis to parameterize predictions.
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